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Connect with us:

A LEGACY OF
INNOVATION
IPERC is a leader in advanced microgrid control solutions and cybersecurity for
industrial control systems, with projects across North America and around the
world. We offer our customers energy solutions with industry-leading reliability,
resiliency, economic optimization, and sustainability. With roots in mission-critical
military research and development, IPERC has a legacy of innovation. We provide
energy systems that do everything our customers need and nothing they don’t.

INTELLIGENT MICROGRIDS
GridMaster® Microgrid Control System
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Distributed GridMaster® software runs on multiple Intelligent Power Controllers (IPCs)
located throughout the microgrid, all connected with encrypted communication. IPCs
communicate with each other via an encrypted proprietary IPERC protocol. Full control
functionality seamlessly shifts among IPCs for maximum resiliency. The integrated software and hardware control solution is the conductor of the microgrid symphony.

GRIDMASTER® MICROGRID CONTROL SYSTEM
The GridMaster is a combined software and hardware microgrid control system. Many
participants in the industry today have abstract, high-level control schemes that can’t
control individual pieces of equipment. The GridMaster, however, operates at the
equipment level, as the system directly communicates with and controls various
microgrid assets. The GridMaster is comprehensive and specific.

HARDWARE: The Intelligent Power Controller (IPC) contains a

single-board computer and communications modules for serial,
Ethernet, and 0-10V analog connections, all hardened for
environmental and security resilience.

SOFTWARE: The GridMaster® software is built with modern

programming languages far more powerful and flexible than
programmable logic controllers (PLCs). GridMaster rides through
unforeseen events and is readily modified and expanded.

GRIDMASTER IS MICROGRID-SPECIFIC.

The combined software and hardware system is specifically designed to control
distributed energy assets whether utility grid integrated or in island operation.

GRIDMASTER IS RESILIENT.

The peer-to-peer, distributed architecture eliminates single points of failure
and mitigates adverse events without losing control functionality.

GRIDMASTER IS FLEXIBLE.

Flexible control algorithms optimize performance across multiple types of
generation sources and a wide variety of use cases.

GRIDMASTER HAS EMBEDDED CYBERSECURITY.

Defense-in-depth protection with seven security layers is built into
the system from the ground up.

WHY CHOOSE IPERC?
WE ARE PROVEN.
IPERC has over ten years of successful project experience and a strong record of
delivering sophisticated control systems that perform as our customers expect.

WE ARE CYBERSECURITY EXPERTS.
IPERC maintains a close relationship with Department of Defense cyber research
organizations and we have deep expertise in securing industrial control systems.

WE ARE INNOVATIVE.
Throughout our history, we have been awarded several research and development contracts, which have since resulted in innovations valued by customers.

WE ARE VERSATILE.
IPERC is equipment and vendor agnostic, we deliver microgrid systems
based on our customers’ preferred variables and needs.

WE ARE CUSTOMER-FOCUSED.
Our highly experienced team knows microgrids. We are dedicated to delivering
customers’ unique system requirements and solving emergent project challenges.

OUR ACHIEVEMENTS

13

Years of microgrid research
and deployment experience

16

Commercially demonstrated
microgrid use cases.

1

PEER Gold certified microgrid
featuring IPERC controls

2

Defense facilities using IPERC
microgrids with Authorization
to Operate (ATO).

OUR SYSTEMS ARE CYBERSECURE
The GridMaster® is the only end-to-end microgrid control system accredited with
Authorization to Operate (ATO) at mission-critical Department of Defense facilities.

FIREWALLS

ENCRYPTION

The essential, but thin outer
layer of defense.

Sensitive data at rest and in
transit is illegible to intruders.

HARDWARE HARDENING

SOFTWARE HARDENING

WHITELISTING

INTRUSION DETECTION

System hardware is built
for resilience.

System allows only
validated communications.

System code is designed
for security.

Operators are notified of
intrusions immediately.

AUTHENTICATION
Peer-to-peer architecture
protects against spoofing.

IPERC MEETS INDUSTRY STANDARDS
NERC-CIP v5: Security requirements for Bulk Electric System generation facilities.
NIST 800-53: Security requirements for federal information systems.
NIST 800-82: Security requirements for industrial control systems.
NIST IR 7628: Smart grid system security requirements for risk assessment.
IEEE 2030.7: Standards for the specification of microgrid control systems.

OUR PROCESS
1

UNDERSTANDING YOUR MICROGRID VISION

2

DESIGNING YOUR MICROGRID

3

BUILDING YOUR MICROGRID

With over a decade of project experience across many applications, we
know what it takes to successfully deploy microgrids. Our team will work
with you to develop system designs that do exactly what you need them
to do.

Next, we design your unique microgrid from the equipment to the control
system Graphical User Interface. Working with electrical engineers and
equipment manufacturers, our detail-oriented team builds a complete simulation
of your microgrid to ensure the system runs smoothly upon commissioning.

We turn your energy system vision into reality, as final engineering and
testing commences. Here we integrate the GridMaster Microgrid Control
System into the microgrid, the conductor and capstone of the new system.
After installation, maintenance services keep your microgrid in tune.

OUR MARKETS
UTILITY
Pilot microgrids and
system-wide deployments.

MILITARY
Mission-critical facilities
and leading-edge R&D.

COMMERCIAL & INDUSTRIAL
Resilient power for critical
enterprise operations.

COMMUNITY
Smart city resiliency for when
the unexpected happens.

